XP Windows Firewall — Allow Connection.
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Security essentials

Security Center helps you manage your Windows security settings. To help protect your computer,
make sure the three security essentials are marked ON, If the settings are not ON, follow the
recommendations. To return to the Security Center later, open Control Panel.

What's new in Windows to help protect my computer?

@ Firewall oOoN
@Automatic Updates O ON
U Virus Protection © ON =

Microsoft Security Essentials reports that it is up to date and virus scanning is on. Antivirus
software helps protect your computer against viruses and other security threats. How does
antivirus software help protect my computer?

Note: You now have antivirus software that Windows can monitor. Click Recommendations to find

out how.
Manage security settings for:

é Windows Firewall

Internet Options

u Automatic Updates

1 —Click on Start
2 — Click on Control Panel
3 — Click on Security Centre

4 — Click on Windows Firewall



5 —This should be ON

6 — This should NOT be selected

7 — Click on Advanced

Windows Firewall helps protect your computer by preventing unauthonized uzers
from gaining access to your computer through the [ntermet or a netwark.

8 — Highlight Local Area Connection

{*)i0n [recommended}

9 — Click on Settings

5 Thiz zetting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Excephions tab.

[ Don't allow exceptions

6 Select thiz when you connect to public netwarks in less secure
lozations, such as airpartz. “rou will not be notified when Windows
Firewall blocks programs. Selections on the Excephions tab will be
ignored.

@ ) Off [not recommended)

Awoid uzing thiz zetting. Turning off YWindows Firewall may make thiz
computer more vulnerable to viruses and intruders.

What elze should | know about Windows Firewall’?

k. H Cancel ]

%= Windows Firewall

| General | E:-:c:eptiu:nns| Advanced

Metwork Connection Settings

Windows Firewall iz enabled for the connections selected below. To add
exceptions for an individual connection, zelect it, and then click Settings:

Settings...

Security Logging

“'ou can create a log file for troubleshooting purpozes. Seftings.

ICHP

With Internet Control Meszage Protocal [[CMPY), the
computers on a network can share ermor and status
information.

Settings...

Default Settiings

To restore all 'Windows Firewall settings to a default state,

click Restare Defaults. Bestars Defaults

N

[ )4 ][ Cancel ]




Advanced Settings

Services |Eﬁ I

x|

Select the services running an your nebwork, that Intermet users can
access.

Services

B FTP Server

[ Irtermet Mail Access Protocol VYersion 3 [IMAP3)
[ Irtermet Mail Access Protocol Version 4 [IMAP4)
[ Internet tail Server [SMTF)

[ Post-Office Protocal Version 3 [POF3)

[ Remote Desktop

[ Secure w'eb Server [HTTPS)

O Telrnet Server

] “web Server [HTTR)

Add...

Edit... | Delste

10 [

] ] [ Cancel

Service Settings

Diezcription of zervice:

|| Scanner Setting 11

Mame or IP address [for example 192.168.0.12] of the
computer hosting this service an your network:;

|| 192.168.0.77 12

Esternal Port number For thiz service;

[1022 | |13 |@iiesE | Ouop
Internal Part AamBer far this service: 15
1022 14 |

[ Ok l [ Cancel

16

10 - Click on ADD

11 — Select a Name for this Service

12 — Input the IP Address of the Printer
13 — Input external port No: 1022

14 — Input internal port No: 1022

15 — TCP needs to be selected

16 —Click OK



Advanced Settings

|
Services | ICMP

Select the services running an your network, that Internet users can
access.
Services
'O FTP Server '
O leternet Mail Access Probocol Version 3 [IMAP3)
O leternet Mail Access Protocol Version 4 [IMAP4)
[ Internet Mail Server [SMTF)

[ Post-Office Protocal Yersion 3 [FOF3)

[ Remate Dezktap

i

Seanner Setting
L] Secure*eb Server [HTTPS]
O Telnet Server

] web Server HTTR)

| add. ][ Edt. | [ Delete |

[ OF. ][ Cancel ]
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*= Windows Firewall

General | Exceptions { Advanced |

Metwork, Connection 5 ettings

Windows Firewall iz enabled for the connections selected below. To add
exceptions far an individual connection, select it, and then click Settings:

1394 Conmection 3 Cethings...
Local Area Connection

Security Logaing

“'ou can create a log file for roubleshooting purposes. S ettings

ICHP

With Internet Control Meszage Protocal [|CKP), the
computers on a network, can share error and status
information.

Settings...

Default Settings

Torestore all Windows Firewall zettings to a default state,

click Restore Defaults. IR COEENS

il

17 — New Service name should be listed

18 — Click on OK

19 — Click on OK



