Windows Vista Firewall — Allow Connection

3

4

All Programs

|W WINWORD.EXE - Shortcut

Backup and Restore Center

Control Panel

Default Programs

Printers

Help and Support

Run...

[Zl » Control Panel » BEA L
File Edit View Tools Help
System and Maintenance User Accounts and Family
Get started with Windows Safety
Back up your computer @ Set up parental controls for any user
- @Add OF FEMOVE User accounts
_ .
Security
3 | Check for updates Appearance and
- Check this computer's security status L
Al ; Personalization
@ low a program through Windows h desktop hack "
Firewall ange desktop backgroun
Customize colors
Adjust luti
Network and Internet Just sereen reseiution
M View network status and tasks X
S Setup file sharing Clock, Language, and Region
(2] Change keybeards or other input
/ methods
Hardware and Sound Change display language
%‘ Play CD= or other media automatically
Printer -
" i Ease of Access
ouse (
Let Windows suggest settings
Optimize visual display
Programs
-~ Uninstall a program - .
I Change startup programs Additional Options
g
/]

File Edit View Tools Help
Panel Home

» System and Maintenance
Security
Network and Internet
Hardware and Sound
Programs
User Accounts and Family
Safety
Appearance and
Personalization

Clock, Language, and Region
Ease of Access
Additional Options

Classic View

Recent Tasks

E or disable transparent
s on windows

Change the theme

TR T SO T S S CAES TS I O ST

See the name of this computer

Windows Update

Turn automatic updsting on or off

Power Options

Check for updates

Require a password when the computer wakes

Change when the computer sleeps

Indexing Options

Change how Windows searches

Problem Reports and Solutions

Check for new solutions

Choose how to check for solutions

Performance Information and Tools
Check your computer's Windows Experience Index base score

Use taols ta improve performance

Device Manager
1@ View hardware and devices

WS TR g

View installed updates

Change what the power buttons do

View problem history

# Update device drivers

Administrative Tools
Free up disk space

@ View event logs

@ Defragment your hard drive
@ Create and format hard disk partitions

@ Schedule tasks

Click on Start
Click on Control Panel
Click on System and Maintenance

Click on Administrative Tools



bg)_& = . £ 5—Clickon Windows Firewall
= R ministrative To... - Search . .
e — 4 with Advanced Security

File Edit WView Tools Help

By Organize + : & Burn

6 — Click on Inbound Rules

Favorite Links D=0 L=
il

E| D — EComputer Management )
B ric [ Data Sources (ODBC) 7 — Click on New Rule...

fetures @ Event Viewer
B' Music El Internet Information Services (IS) 6.0 Manager

More » @Intemetlnformation Services (IIS) Manager

Folders w | [k iSCslInitiator

P @ Local Security Policy
Merory Diagnostics Tool
EE Microsoft .MET Framework 2.0 Configuration
@Print Management
@Reliability and Performance Monitor
I_i'_:b Services
EE Services for Metwork File System (NF5)

M Computer

@ Metwork

Control Panel

Additional Options

By, Appearance and Personalizat

m

9 Clock, Language, and Regiot

@ Ease of Access @l . e )
% Hardware and Scund RIS [T o
@Task Scheduler

? Metwork and Internet -
@Windows Firewall with Advanced Security

-l Programs

- . Windows PowerShell Modules &
@ Security
I Ars sl < il 51 |
B 17 items
s
=
17 itemns M Computer

st ansoons s S, =i

File Action View Help

|| = = 6
f Advanced Se o Actions
B3 Inbound Rules ~ | wi = | with Advanced Se... -
Windows Firewall with Advanced Securi i
Fa Connection Security Rules ‘ naons FrEws van ==y & Import Policy...
> B, Monitoring 2| Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Firewall is on. = View N
0 Inbound connections that do not match a n.
i Refresh
@ Qutbound connections that do not match a
Properties
Private Profile is Active Help
@ Windows Firewall is on. -
O Inbound connections that do not match a n
@ Outbound connections that do not match a
Public Profile
@ Windows Firewall is on.
O Inbound connections that do not match a n
@ Outbound connections that do not match a
Windows Firewall Properties
[ Gettinn Startad =
< m (3| ——r— r
& Windows Firewall with Advanced Securit [E=TrER X

File Action View Help
=]

@ Windows Firewall with Advancd BT et l Actions
|g Inbound Rules | Name + || Inbound Rules a

EY Outbound Rules

¥a Connection Security Rules @1921680176 =[N NewRule..

» %, Monitoring @ 102168077 T Filter by Profile 3
@Adoba Bridge 7 )
.Adobe Bridge ST Filter by State >
(@ Adobe Eridge 7 Filter by Group 3
.Adobe Bridge View N

BitLord

gBitLord @] Refresh
@EF{ Fiery Setup |z Export List...
@EFIF\erySetup ﬂ Help
@ EZWizard
@ EZWizard
@ HasP LLM
@ HasP LLM

@ KMSEmulator

@ KMSEmulator

@Mlcrosoﬂ Office Qutlook

@ Microsoft OneMote

@ Microsoft OneMote

@ Microsoft SharePoint Workspace

@ Microsoft SharePoint Workspace -
« mn | 0




Rule Type
Select the type of firewall rule to create.

Steps:
» FRule Type What type of nule would you like to create?
@ Protocol and Ports
@ Action Program 8
@ Profile Rule that controls connections for a program.
@ MName @ Port
Rule that controls connections for & TCP or UDP port

) Predefined:
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experience.
() Custom
Custom nule

Leam more about rule tvpes
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Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps: 9

@ Rule Type Does this rule apply to TCF or UDP?

@ Protocol and Ports
@ Action
@ Profile

Name
¢ Dioes this rule apply to all local ports or specific local ports?

z 1024
Example: 80, 443 5000-5010

10

Leam mare about protocol and ports
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Action
Specify the action to be taken when a connection matches the conditions specified in the nile.

Steps:

@ Rule Type What action should be taken when a connection matches the specified condtions?

@ Protocol and Ports N

. @ Allow the connection
@ Adion This includes connections that are protected with IPsec as well as those are not.
@ Profile N
N ) Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

() Block the connection

Leam more about actions
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8 —Click on Port
Next
9 —TCP needs to be selected
10 — Specific Local Ports — 1022
Next

Next
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Specify the profiles for which this rule applies

f':;w When does tis e apply? 11 — Name: IP address of Printer
@ Protocol and Ports

: ::;:: I:;::r:vhenacompl.rteris connected to its corporate domain. 12 - Give the SerVice a Name

@ Name Private

Applies when a computer is connected to a private network location. . .
- Finish
Applies when a computer is connected to a public network location.

Select Inbound Rule

13 —Click on Properties

Leam more about profiles
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Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports 1 1
Action

Profile e
192.168.0.123

&« & & & &

Name

Description {optional):

scanner
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192.168.0.123 Properties

I Protocolsand Pots |  Scope |
General |

General

% Mame:
152.168.0.123

Description:

scanner -

Enabled
Action
~54 @ Mlow the connection
ﬁ () Allow the connection i it is secure

| Customize...

() Block the connection

Leam more sbout these settings

ok J[ Ganeel ||

Apply |

Protocols and Ports | Scope I

Protocols and ports

@ Protocal type: [TCF‘ v]
Protocal number:

Local port: [Specﬁc Parts v]
1022
Example: 80, 443, 5000-5010
Remote port: [Specﬁc Ports v]
]

15 |B@mple: 80, 443, 5000-5010

Intemet Contral Message Protocol

Customize...
{ICMP) settings: |—

Leam more about protocol and ports

ok__|[[ cancel ||

14 — Click on Protocols and Ports Tab
15 — Remote Port,

Select specific Ports on the drop down,
enter 1022

Apply
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