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Rule Type
Select the type of firewall rule to create.

Steps:
» FRule Type What type of nule would you like to create?
@ Protocol and Ports
@ Action Program 8
@ Profile Rule that controls connections for a program.
@ MName @ Port
Rule that controls connections for & TCP or UDP port

) Predefined:
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experience.
() Custom
Custom nule

Leam more about rule tvpes
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Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps: 9

@ Rule Type Does this rule apply to TCF or UDP?

@ Protocol and Ports
@ Action
@ Profile

Name
¢ Dioes this rule apply to all local ports or specific local ports?

z 1024
Example: 80, 443 5000-5010
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Leam mare about protocol and ports
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Action
Specify the action to be taken when a connection matches the conditions specified in the nile.

Steps:

@ Rule Type What action should be taken when a connection matches the specified condtions?

@ Protocol and Ports N

. @ Allow the connection
@ Adion This includes connections that are protected with IPsec as well as those are not.
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N ) Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

() Block the connection

Leam more about actions
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10 — Specific Local Ports — 1022
Next

Next



Prafile Next

Specify the profiles for which this rule applies
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@ Name Private

Applies when a computer is connected to a private network location. . .
- Finish
Applies when a computer is connected to a public network location.

Select Inbound Rule
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Name

Specify the name and description of this rule.

Steps:
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Protocol and Ports 1 1
Action
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Description {optional):
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12

< Back Frish || Cancel

File Action View Help

|2

ﬂ ‘Windows Firewall with Advancy Actions

E5% Inbound Rules | T | Inbound Rules -

Qutbound Rules -

®u Connection Security Rules E| &l MewRule..

& B Monitoring T Filter by Profile »
@Adobe Bridge 7 Filter by State 3
.Adobe Bridge 7 Filter by Group 3
@Adobe Bridge View »
.A.dobe Bridge {6 Refrech
@ BitLord
@ pitLord |5 Export List...
(@EFI Fiery Setup H Help
(@EFI Fiery Setup
@ EZWizard Lol -
@ E7Wizard @ Disable Rule
@HasP LLM & cut
@ Hasp LLM :
@KMSEmu\ator B Copy 13
@ KMSEmulator x Delete
@Microsoﬂ Office Qutlook @ Properties
@Microsoﬂ OneMote Help :
@ Microsoft Onelote
@Mi(rosm‘t SharePoint Workspace 5
4 m k(|4 [ E




192.168.0.123 Properties

I Protocolsand Pots |  Scope |
General |

General

% Mame:
152.168.0.123

Description:

scanner -

Enabled
Action
~54 @ Mlow the connection
ﬁ () Allow the connection i it is secure

| Customize...

() Block the connection

Leam more sbout these settings
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Apply |

Protocols and Ports | Scope I

Protocols and ports

@ Protocal type: [TCF‘ v]
Protocal number:

Local port: [Specﬁc Parts v]
1022
Example: 80, 443, 5000-5010
Remote port: [Specﬁc Ports v]
]

15 |B@mple: 80, 443, 5000-5010
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Customize...
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Leam more about protocol and ports
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14 — Click on Protocols and Ports Tab
15 — Remote Port,

Select specific Ports on the drop down,
enter 1022
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